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Disclaimer  

The views expressed in this publication are those of invited contributors and not necessarily those of 
the Institute and Faculty of Actuaries. The Institute and Faculty of Actuaries do not endorse any of the 
views stated, nor any claims or representations made in this publication and accept no responsibility 
or liability to any person for loss or damage suffered as a consequence of their placing reliance upon 
any view, claim or representation made in this publication. The information and expressions of opinion 
contained in this publication are not intended to be a comprehensive study, nor to provide actuarial 
advice or advice of any nature and should not be treated as a substitute for specific advice concerning 
individual situations. On no account may any part of this publication be reproduced without the written 
permission of the Institute and Faculty of Actuaries. 
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A Cashless Society Working Party in 2019 

The Institute and Faculty of Actuaries (IFoA) is the UK’s chartered professional body dedicated to 
educating, developing and regulating actuaries based both in the UK and internationally. The Institute 
promotes and supports a wide range of research and knowledge exchange activities with members, 
external stakeholders and international research communities. The Institute hosts the Cashless 
Society Working Party. 

The Cashless Society Working Party (CSWP) was formed in late 2016 with a number of volunteers. 
Its research delivers a neutral, analytical assessment of developments to comprehend benefits, risks 
and issues of a cashless society at global level, in the public interest. It provides insights into 
specialist economic topics, and identifies opportunities to learn from international experiences, and to 
adapt public policy. It also provides insights into stakeholder interests that underpin entrenched 
positions on the transition in progress. 
 
Its first paper “A Cashless Society: Benefits, Risks and Issues” (referred to as the “Interim paper”) 
formed the basis for a broader body of work on a number of topics and supported contributions 
towards several public consultations throughout 2018. “A Cashless Society in 2018” continued Its 
global chronicle and presented the 2018 trends for the topic, followed by a paper discussing the rise 
of QR codes for payments, a key 2018 trend. 
 
The CSWP started to take interest in the specialist topics of Central Bank Digital Currencies and 
crypto assets with a first article in The Actuary magazine in December 2018. This set the scene for a 
focus in these areas throughout 2019, with a specialist paper on the adoption of digital currencies by 
the life and pension industries. At the end of the first quarter, the paper “Understanding Central Bank 
Digital Currencies” seemed ominous of tumultuous events to follow in 2019. A later article about the 
potential of crypto assets for capital markets invited readers to think beyond payments. 
 
Financial inclusion was the second area of focus for the CSWP in 2019. Starting with anecdotal 
evidence from Africa, the CSWP looked to draw lessons from developing regions for the potential 
benefit of countries such as the UK where de-cashing has been accelerating, with insidious effects on 
vulnerable residents. The CSWP has engaged with several events, written to stakeholders and 
published articles proposing a set of actions to manage the transition towards a less-cash society. 
 
 All CSWP contributions are freely available from https://www.actuaries.org.uk/practice-areas/finance-
and-investment/finance-and-investment-research-working-parties/cashless-society-working-party 
    
 
 
  

https://www.actuaries.org.uk/practice-areas/finance-and-investment/finance-and-investment-research-working-parties/cashless-society-working-party
https://www.actuaries.org.uk/practice-areas/finance-and-investment/finance-and-investment-research-working-parties/cashless-society-working-party
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Executive Summary 

The Institute and Faculty of Actuaries (IFoA) is the UK’s chartered professional body dedicated to 
educating, developing and regulating actuaries based both in the UK and internationally. The Institute 
promotes and supports a wide range of research and knowledge exchange activities with members, 
external stakeholders and international research communities. 

The Cashless Society Working Party (CSWP) was formed late 2016 with a number of volunteers. Its 
first paper “A Cashless Society: Benefits, Risks and Issues” (referred to as “Interim paper”) formed the 
basis for a broader body of work. “A Cashless Society in 2018” continued Its global chronicle and 
presented the 2018 trends for the topic. The 2019 version focuses on the trends of that year. Only 
significant events or announcements are talked about, and only new findings are reported for the 
ones that featured in the 2017 and 2018 copies. This version was collated in the spirit of further 
developing knowledge, compared to previous years. 

The first chapter explores the events of 2019 which brought the geopolitical implications of payments 
to the fore: Facebook’s sudden announcement of plans to launch its Libra cryptocurrency with a 
consortium of companies caused consternation, uniting all regulators against the project and against 
the ongoing excesses of leading technology platforms as a by-product. 

Beyond the headlines, cryptocurrencies have been gaining increasing acceptance, with more 
businesses preparing to receive them as payments. Regulators are adapting to the new reality with 
various approaches, while public authorities are under pressure to take enforcement action against 
money laundering and other crimes associated with anonymous cryptocurrencies.  

Behind the scenes, Central Banks have been exploring the potential for applying the technology that 
underpins cryptocurrencies to deploy digital fiat money, dubbed Central Bank Digital Currency 
(CBDC); this may take the form of a retail or wholesale instrument.  

As the Libra project challenged Central Banks’ authority on monetary policy, activity and research on 
the topic of CBDCs suddenly attracted attention in the midst of international tensions: China 
announced its readiness to launch a digital Yuan in the near future, emphasising the geopolitical 
dimension of currencies amongst a complex set of issues.  

The paper then revisits the key trends that were identified in 2018, to highlight significant 
developments in those areas. While technological developments were relentless, reliability and 
security of digital solutions remain core concerns. The implications of the data economy and the 
power of behemoth technology platforms over personal data and, potentially, financial transactions, 
focused the activity of regulators. The public is equally interested in the consequences of a 
surveillance state on democracy.  

The issue of financial exclusion and the effects of a less-cash society on poorer members of 
developed countries was an additional debate for legislators to consider how to tackle the viability of 
ATMs and the access to cash more generally. By contrast, some African Central Banks have been 
driving a digital payments and financial inclusion agenda. Ghana is now engaging in that journey. 

Finally, this paper reviews the log of risks and issues that were defined in the interim paper, in the 
context of the 2018 and 2019 developments. All have evolved to some degree, yet they are still 
relevant and require attention.  
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A Cashless Society in 2019  
Introduction  

When publishing “A Cashless Society in 2018” in January 2019, the question was whether the 
observed tensions could yet intensify. Innovation would undoubtedly continue for yet more 
convenience and platform integrations. Would the rollout of biometric payment cards lead the 
headlines? How much industry consolidation would take place? How would providers improve the 
reliability and security of services? How would western governments lead the transition towards a 
less-cash economy, and its risk of excluding vulnerable demographic groups?  
 
Behind the scenes, the parallel world of cryptocurrencies has been gradually converging towards the 
formal economy. The slow-boiling frog effect took place: the sudden announcement of Facebook’s 
Libra project threw assumptions into disarray, especially those of Central Banks and regulators. Is the 
architecture of money being challenged in the process? 
 
This new paper synthesises the developments that shook the consensus in 2019. Beyond the travails 
of Facebook, the first section explores two aspects of the world of cryptocurrencies: the first is the 
level of innovation taking place to enable cryptocurrencies into the formal economy, as well as 
regulator responses to developments. The second is crime associated with some cryptocurrencies, 
the dark side causing concern about scams, terrorism financing, money laundering and ransomware 
attacks. 
 
The section then introduces Central Bank Digital Currencies, a topic associated with cryptocurrencies’ 
underlying technology, and possibly the future of fiat money. We will introduce the dynamics at the 
start of 2019, then its evolution as Central Banks are facing a new challenge: China announces its 
readiness to pilot a digital Yuan, elevating the topic to geopolitical levels. 
 
The second section reviews the progress against 2018 themes, from technology to security, privacy 
and democracy, to the economics of money. The final chapter then revisits the risks and issues of a 
cashless society, in the context of development in 2018 and 2019.  
 
Evidence supporting all statements and citations in this copy can be found in the extensive 
bibliography and references sections. The bibliography contains items that are sometimes directly 
referenced within the text and can be considered essential reading or watching for those with 
professional interest. The citations that underpin the reported events are classified per section to keep 
the text user-friendly, so can present duplications where relevant. 
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Methods, tools, data and scope 

The method used to deliver this paper is consistent with that of the earlier copies of the Cashless 
World in Motion, monitoring online content for the topics through a social media analytics and 
monitoring platform, analysing and synthesising findings.  
 
All data was collected from the public domain. In compliance with licensing agreements and data 
regulations, no Personally Identifiable Information (PII), or personal data, was consulted for any 
reason, or referred to in preparation or writing of this paper. No personal data access was granted to 
any third party. Nor was any report generated that contained any personal data. 
 
Approach 
The purpose of the 2019 analysis consisted of identifying and analysing new major trends, as well as 
monitoring for any changes or events relevant to the 2018 findings.  

• Data was reviewed monthly and resulted in a monthly Cashless World in Motion newsletter 
circulated within the cashless working party for research purposes, and later published as a 
quarterly copy “Keep Up with a Cashless Society”, available through eBook stores. 

• The researched topic, as demonstrated in the earlier papers, is emotive, hence leads to a 
requirement to filter out opinions and validate the source data, especially in the case of any 
unusual claim, of either orientation. Care was taken to verify references as much as possible, 
although some content was kept for the value of points or questions raised, rather than the 
numbers/statistics put forward in the content.  

• Some opinion pieces have been referenced when they challenge, validate or augment prior 
knowledge of perceptions of events from various stakeholders, but without verifying or 
accepting any claimed facts into the body of this paper. When in doubt, a cautious “more 
likely than not” assessment has been made if the same piece has been referred to by multiple 
reputable sources.  

 
Sampling and scope 

• For all regions except North America, >70% of articles in English, French or Spanish were 
taken into account.  

• A gap of this paper is a six-week partial interruption in data collection from May 31 to July 15, 
2019, when the author temporarily reverted to Google alerts. 

• Commercial reports on market assessments were excluded from analysis. 
• Topic ongoing exclusions: wearable payments.  
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Context: Money and Cashless alternatives 

What is money? 

Although most people use money on a day-to-day basis for the purchase of goods and services, the 
definition of money remains abstract. Money is usually defined through its functions1:  
 

• As a unit of account, money provides a common standard to measure the total volume of 
production, income, savings, wealth, etc.  
• As a medium of exchange, money provides a common medium for the exchange of goods 
and services, which would otherwise have taken place with barter.  
• As a store of value, money allows for wealth to be stored and savings to occur.  

 
As a result of these functionalities, a clear characteristic of whatever constitutes ‘money’ requires it to 
be sufficiently acceptable and trusted. Examples of money include notes and coinage, fiat currency (i.e. 
legal tender whose value is backed by the government), electronic money (e.g. bank deposits) and 
more recently, digital currencies (i.e., cryptocurrencies like bitcoins). 
 

Cashless alternatives 

 
Cashless alternatives to physical notes and coins have been in existence for quite some time and have 
evolved alongside the payment technologies and the financial sophistication of their users. These 
include cheques, debit cards and credit cards. Each cashless alternative has its own individual level of 
security, user protection, settlement time, ease of use, and associated costs and fees. 
 
In a quarterly bulletin by the Bank of England, a digital currency and other cashless alternatives through 
the four innovation categories are summarised as follows:  
 

 
 
 
The first category of innovation focuses on providing ‘wrapper’ services to improve the user interface 
and accessibility of existing payment systems architecture. These innovations therefore represent 
neither a new currency nor a new core payments system.  
 
Mobile Money is a new payment system, with money stored as credits on a smart card or a system-
provider’s books but which continues to use national currencies. One example is M-Pesa, a popular 
service in Kenya that grants access to financial services, including payments, to anybody with a mobile 
phone.  
 

                                                 
1 Howells, P., Bain, K., The Economics of Banking, Money and Finance, Fourth edition, ISBN 978-0273710394 
 

https://www.amazon.com/Economics-Money-Banking-Finance-European/dp/0273710397
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Credits and local currencies rely on users trusting a new currency as a unit of account and medium of 
exchange. Credits are schemes in which private companies accept money in exchange for an 
alternative unit of account, which can be spent on a particular platform (such as within an online game). 
Nevertheless, they generally make use of existing payment systems, including use of ‘wrapper’ 
services, to make transfers.  
 
Local currencies are similar in that people exchange national currencies for a local equivalent, which 
can be spent in a specific geographical area. UK local currencies such as the Bristol Pound or Liverpool 
Pound are often backed by and remain on a fixed exchange rate with sterling. 
 
Digital currency is a form of electronic money combined with new technology involving cryptography, 
peer-to-peer networking, databases and a system of consensus. The most prominent example of a 
digital currency is bitcoin. The defining feature of digital currencies is the decentralised virtual 
clearinghouse and asset register, the blockchain. A key criticism of digital or cryptocurrencies is that 
they do not fulfil the functions of money.  
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Section 1: The Geopolitics of Money in 2019 

Section 1 references  
 
A new theme is emerging. In “A Cashless Society in 2018”, we suggested the geopolitics of money as 
an additional dimension for the topic, raising a question of how international tensions will weigh on 
future payment trends. Some countries have been assessing the risks and possible responses to a 
lack of competition on the market, in particular related to dominant payment processors and the 
effects of leading technology companies (dubbed BigTech or GAFA2) on their national payment 
ecosystem.  
 
Cryptocurrencies were mentioned as a new form of money in our interim paper. However, these were 
not material to developments in 2018: as cryptocurrencies operated in a parallel world, with minimal 
impact on the formal economy, institutions concluded that the numbers suggested a low risk to 
financial stability. 2019 events challenged that assumption. 
 
 

1.1 Cryptocurrencies 

 
1.1.1 The Libra Project 

Section 1.1.1 references 
 
From May, Facebook started announcing the launch of a cryptocurrency, with the broad mission of 
making payments easier, and the hypothesised agenda of shifting the balance of power with 
advertisers, financially rewarding users for their interaction with features. The value it proposes is a 
global, inclusive and stable digital currency (dubbed stablecoin). Facebook would be launching Libra 
in 2020, to enable people to send each other money and pay for goods on its social platform, on the 
Internet and in the real world without a bank account.  
 
The cryptocurrency would be pegged on a basket of currencies including the Dollar, Japanese Yen 
and Euro to become a stablecoin, implying Facebook would require alliances with firms approved to 
operate a cryptocurrency pegged to the Dollar. Facebook hired talent from Paypal and registered the 
Libra Network company in Switzerland to focus on Blockchain and payments. It also lifted its 
restrictions towards the circulation of cryptocurrency products and services on its platform.   
 
Facebook formally announced the Libra Project in June, releasing its white paper; it disclosed its 
partnership with a number of organisations forming an association based in Switzerland, and 
operated from Facebook’s Research and Development centres in New York and Tel Aviv. The 
announcement caused an uproar and was received with hostility in the US Congress and with 
international regulators. 
 
In early July, as the US House Committee on Financial Services called on Facebook to stop its Libra 
development, the BigTech were being called for hearings on their data practices. In late July, the US 
Senate conducted a hearing on regulatory frameworks for digital currencies and Blockchain. The 
Libra executive attempted to convince the senate that “Libra is not to compete with sovereign 
currencies or to interfere with monetary policy.” Facebook also stated publicly that “Libra would not 
launch until government approval and regulatory concerns are addressed.” 
 
Facebook’s quarterly SEC filing in late July detailed the significant regulatory scrutiny and its impact 
on the business. It elicited the unknown elements of unproven technology, uncertain market 
acceptance and regulations, with their possible effects on the ability or timeliness to launch the Libra 
currency. Along with the costs incurred when taking part in the project, they noted the possible 
adverse effect on the business, reputation, and financial results.  

                                                 
2 GAFA is an acronym for Google, Apple, Facebook, and Amazon — the four most powerful American technology companies. 
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A particular concern for regulators is the potential for Libra to spread quickly through the social 
network, away from any central banking or regulatory oversight, and take total control. Central banks 
must therefore hurry to address issues within the payment systems that encourage cryptocurrency 
adoption. 
 
Another topic of interest is the ambiguous relationship between the proposed cryptocurrency and the 
Dollar. Libra announced its stablecoin would be backed by a basket of major currencies. After ruling 
out the Chinese Yuan, it appears Libra would be covered by up to 50% by Dollars and short-term US 
government bonds followed by Euro assets, an oxymoron, given the independent selling proposition 
and the expectation that a successful global cryptocurrency would challenge the Dollar’s dominance. 
 
A hearing on the regulatory implications of stablecoins took place with the Committee on Payments and 
Market Infrastructure, with Libra as well as other players in the field; this resulted in sceptical statements 
with regard to risk and the requirement for international regulatory coordination. A separate hearing 
focused on Facebook privacy and market practices.   
 
Political reactions continued through September, with France and Germany announcing an anti-trust 
probe, and the intention to block Libra from the European Union within existing or new regulatory 
frameworks. The US regulator was yet to decide if Libra would qualify as a security, commodity or 
currency. Libra applied for a payment system licence in Switzerland.  
 
The Libra Association kept going through tough times in the autumn, placing strains on its partners' 
engagement, as well as unsettling its global vision in its attempt to reassure politicians and regulators; 
these became concerned about other similar projects in the making, yet undisclosed. The Libra 
developments dominated online news and continued to drive political views and fuel commentary on 
disruptions to the banking system and the potential for Libra to be the American response to China's 
planned digital currency in emerging countries, while the association faced a tumultuous October: 
 
• A number of partners withdrew from the Libra Association ahead of its formation, possibly as a 

result of pressure from the US Senate: Paypal, eBay, Visa, Mastercard, Stripe, Mercado, 
BOOKING Holdings, Priceline. It left Libra without the backing of a main payments’ processor. 

• The Libra Association was formed, electing five board members, including Facebook’s David 
Marcus as well as representatives from PayU, venture firm Andreessen Horowitz, Blockchain 
company Xapo Holdings Limited and non-profit Kiva Microfunds. However, there were doubts 
about the Libra target launch date. 

• A number of European politicians voiced their intentions to regulate digital currencies, 
considered setting up a new money-laundering watchdog, and the G7 group insisted on a 
sound legal basis for Libra.  

• A Congress hearing on October 23, where Facebook accepted Libra is a risky project and 
attempted to reassure that it would not launch Libra anywhere until US regulatory approval is 
achieved. The Facebook CEO was challenged over anonymity, reverse transactions, crime 
facilitation, and whether Facebook should be broken up. It appeared Facebook rather than the 
Libra project was on trial. Some commentators concluded he failed to charm congress, with a 
resulting drop in Bitcoin price. 

• The political upheaval appeared to have had no impact on Facebook revenues, as its third 
quarter earnings demonstrated ongoing business growth, along with its user base. However, 
the prospect of Libra endangered its future banking relationships. 

• China raised the concern that emerging markets must have a greater say in the regulation of 
digital currencies, as they could bear higher impacts. 

  
As a result of these developments, some media concluded on the demise of the project, possibly with 
a sigh of relief in Asia, as Libra may be a threat to WePay and AliPay. Zuckerberg's quote on 
American financial leadership was much commented on.  
 
In November, Facebook launched Facebook Pay in the US, integrating payments across Facebook, 
Messenger, and shortly Instagram and WhatsApp for peer-to-peer payments as well as some 
business transactions.  
 
 

https://www.nytimes.com/2019/10/24/business/dealbook/mark-zuckerberg-facebook-libra.html
https://investir.lesechos.fr/marches/bitcoin-cryptomonnaies/le-bitcoin-perd-plus-de-700-euros-inquiet-de-l-audition-de-mark-zuckerberg-1877832.php
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1.1.2 Volatility of cryptocurrencies 

Section 1.1.2 references 
 
Cryptocurrencies started 2019 at a low price, then rose and experienced high volatility during the 
summer, leading to volumes of bullish commentaries as a result of their market gains from the depths 
of the winter. A number of theories failed to completely explain the mechanisms of such price 
changes, although the drive to bypass capital controls, geopolitical tensions and their resulting 
currency wars were thought to be ramping up the demand for cryptos.  
 
The summer events were tumultuous, all of which may have had an impact on the market, to a certain 
extent. “When things are going up, bitcoin tends to outperform. And when crypto goes down, the 
altcoins tend to take larger losses,” said Mati Greenspan, an analyst at eToro. Others argue about the 
role of crypto derivatives to smooth that volatility. 
 
For instance, the Bitcoin price dropped sharply on September 24th, denting many wallets. The event 
could be correlated to a number of events: 

• Was it due to the Libra regulatory backlash? 
• Was it because of the liquidation of long positions, notably from the biggest coin holders? 
• Was it linked to the slow start of Bakkt, a new platform that provides custodial services for 

institutional customers and access to Bitcoin trading through future exchanges? 
• Google's quantum maturity statement implies it will hack the current 256-bit cryptography by 

2022. Will cryptocurrencies become irrelevant then? 
• Are there implications from the SEC vs Kik lawsuit for selling unregulated securities? 

 

 

 

 

 

 

 

 

 

“However, even if the Facebook initiative fails, it certainly won’t be the last private 
sector attempt to leverage Distributed Ledger Technology to dominate global 
payments. If the Fed does not stay ahead of this rapidly-maturing technology, I fear 
private sector efforts to eclipse fiat monetary systems will get ahead of them, with 
potential disruptions to our banking system and, in a worst-case scenario, loss of 
control of our own currency.”  Sheila Bair, Former Chair of the Federal Deposit 
Insurance Corporation, October 2019, Source. 
          

“Who still believes in crypto? There’s a strong core group of enthusiasts remaining:  
• Hackers drawn by a disdain for authority and the libertarian aspirations behind 

Bitcoin’s creation.  
• Technology geeks who believe they’re disrupting the marketplace and getting 

in early on the next chapter in the history of money.  
• The biggest force in crypto today, though, are speculators – enticed by the 

promise of soaring gains and willing to brave the danger of steep losses.” 
Olga Kharif, Bloomberg Businessweek writer, November 2019, Source.  

https://www.forbes.com/sites/jasonbrett/2019/10/05/as-congress-asks-the-fed-to-look-into-a-digital-dollar-former-fdic-chair-sheila-bair-is-ahead-of-the-curve--again/#68662f133c14
https://www.bloomberg.com/news/articles/2019-11-29/crypto-goes-up-and-down-but-is-it-getting-anywhere-quicktake
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1.1.3 Ecosystem dynamics 

 Section 1.1.3 references 
  
The cryptocurrency ecosystem was buoyant throughout the second semester, suggesting numerous 
businesses were preparing to accept cryptocurrencies as payments.  
 
Banks’ reluctance to accommodate crypto businesses seemed to increase with regulatory concerns, 
e.g., Israeli traders are locked out of the banking system. Barclays no longer bank crypto exchange 
Coinbase, possibly for similar reasons, or out of concern that customers will not be able to pay their 
debts in the event of a plunge in the value of their assets. The Goldman Sachs-powered Apple credit 
card will not allow purchases of cryptos. But UnionBank launched its own crypto in the Philippines. 
 
Payment processors afforded a more ambivalent approach. Coindirect now enables customers to buy 
cryptos with credit cards. CoinZoom announced a VISA debit card. Coinberry was to provide Bitcoin 
payment solution to City of Richmond Hill following recent council approval.  
 
Elsewhere, crypto-backed loans are increasingly accessible, and insurer Allianz was in advanced 
stages of accepting crypto for payment. Austria’s telecom provider now accepts cryptocurrency. Huobi 
and CASHU make buying cryptocurrency effortlessly easy for millions across North Africa and the 
Middle East.  
 
Security offerings were also being developed, with a solution for crypto wallet theft: a subsidiary of the 
Austrian State Printing House (OeSD) claimed to have developed a highly secure and forgery-proof 
cold wallet solution.  
 
The mining industry has also been thriving: Hyperblock took delivery of next-generation Bitmain 
servers and placed a new order for $2.9m additional next-generation servers. Over 60% of the daily 
crypto-trading volume takes place in Asia, the region that also hosts most of the underpinning 
infrastructure.  
 
In the USA, the New York financial regulator approved a gold-backed stablecoin, and Stock 
Exchange’s parent company launched Bakkt, giving access to Bitcoin trading to investors through 
future exchanges. An increasing supply of trading vehicles are linking the crypto world to the fiat one. 
Investment solutions, with shares that can be traded through brokerage accounts, were opening up to 
meet demand for those institutional buyers seeking exposure to cryptocurrencies, including crypto 
hedge funds and crypto exchange-traded funds. An example is Malta-based Binance acquisition of 
the JEX trading platform for spot and derivative trading, amongst a recent flurry of announcements to 
make crypto derivatives and futures more accessible to investors.  
 
Some shareholder dividends would soon be paid in Bitcoin. In August, Huobi and OKEx led the 
derivative market in terms of daily volumes. Huobi launched an exchange in Argentina. In parallel, 
Thailand’s largest digital asset exchange announced closure early in the month, prompting a sell-off. 
 
Elsewhere, consumer products prepared for crypto adoption, such as Blockchain-ready smartphones 
with apps and crypto wallets pre-installed. Entertainment and sport businesses started accepting 
Bitcoin as payments. Point-of-sale solutions were multiplying, claiming interoperability with crypto-to-
fiat conversion, through neobanks.  
 
The risk of crypto financial crimes is a growing business opportunity for those who can spot illicit 
activity on the chain.  
  
 

 

 

 

Despite volatility, nearly half of financial professionals believe Bitcoin will outperform 
S&P 500 over the next 12 months […] Nearly 40% of financial professionals identify 
inability to control for illicit activity as the #1 factor holding them back from doing 
more work with cryptocurrency." Chainanalysis, November 2019, Source.  

https://www.prnewswire.com/news-releases/despite-volatility-nearly-half-of-financial-professionals-believe-bitcoin-will-outperform-sp-500-over-the-next-12-months-300952338.html
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1.1.4 Regulatory responses 

Section 1.1.4 references 
 
In addition to their direct responses to the Libra announcements, regulators have been progressing 
their activities, according to their countries’ approach and industrial strategies. “Any inconsistency in 
rules among countries creates a loophole that renders the rules ineffective,” Japan’s head 
of Bank of Japan's (BOJ) payment and settlement system division said. 
A few examples include: 
 

• Japan has set up a study of stablecoin regulations and will lead the development of the 
SWIFT network for cryptos.  

• The UK’s Financial Conduct Authority published final guidance on crypto-assets regulation, 
warning consumers against buying assets without intrinsic value.   

• In Singapore, the crypto industry body has sought feedback on its proposed code of practice. 
• Indian regulators and public bodies have been evaluating the inter-ministerial committee 

recommendations to ban crypto.  
• In New Zealand, the Inland Revenue released guidance on the treatment of crypto-assets for 

the payment of salaries and other benefits. 
• The Czech Republic have been looking to hold stricter rules on crypto-currency firms than the 

EU 5th Anti-Money Laundering Directive (AMLD5).  
• Fifteen countries, teaming with the Financial Action Task Force (FATF), have been working to 

develop a system to gather and share transaction details from individuals.   
• The Swiss regulator FINMA has released guidance on its AML rules in the area of Blockchain 

technology.  
• The European Central Bank has also been planning to bridge the existing data gap on crypto-

assets and will increase its surveillance. 
• Mexico's financial watchdog has issued new Fintech rules for Mexico's banks, focusing on 

crypto and crowdfunding. 
• The US Internal Revenue Service has been sending letters warning of back taxes to more 

than 10,000 crypto holders. 
• The Kik vs SEC lawsuit for selling unregulated securities: Kik's aggressive response has been 

much commented on. 
 
Regulators have also been approving various platforms, notably a trust licence for Bakkt, a crypto 
affiliate of the NYSE owner Intercontinental Exchange. It provides custodial services for institutional 
customers alongside the federally-regulated Bakkt Bitcoin Futures contracts. Elsewhere, institutional 
digital asset exchange seed Digital Commodities Market and settlement affiliate Zero Hash have both 
received virtual currency licences.  
 

 

 

 

 

 

 

 

 

“The current problem that crypto is facing is regulation. Waiting for centralised 
institutions and governments to make decisions on crypto may be the least romantic 
view of an invention that was made to remove the shackles of such organisations. 
However, local businesses are not able to embrace crypto as much as they would 
like to due to lacking regulation, and thus crypto doesn’t live up to its full potential in 
some areas as it should," Euroweekly News Media, August 2019, Source. 

https://www.euroweeklynews.com/2019/08/12/are-cryptocurrencies-living-up-to-their-full-potential/
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1.1.5 Crypto crime 

Section 1.1.4 references 
 
The range of criminal activity related to cryptocurrencies seemed to validate the level of suspicion 
towards this parallel world. Over £27 million was lost to crypto and forex investment scams, the UK's 
Financial Conduct Authority has estimated. Millions were lost in fake celebrity-backed scams, pointing 
to consumer and investor gullibility. The naïve may think Crypto is as good as gold, as they get 
sucked into scams and Ponzi schemes, such as a recently-halted $30 million scheme that targeted 
300 investors involving a diamond-related cryptocurrency business; other scams led to international 
manhunts, suggesting that cryptocurrencies are a scammer’s paradise, and should prompt a wake-up 
call.  
 
Public authorities have been under pressure to take enforcement action against organised crime 
laundering money through crypto services that grant total anonymity, alongside international 
cooperation to halt darknet activities. Crypto-laundering services have been busted in the Netherlands 
and in Spain.  Other types of crime were also reported, raising doubts over the legitimacy of upcoming 
American presidential crypto-donation campaigns: 
  
 

• The Robinhood ransomware attack, the latest in the ransomware scene that targets 
companies and the computers on their network, shut down Baltimore key public services 
from the beginning of May for many weeks, affecting some 10,000 government computers. 
Hackers demanded Bitcoin payment against removal of the malware. Other US states have 
been affected by the same, and are building defences from cyber-attacks.  

• Proof of Work Cryptocurrency exchange Binance was hacked in a large security breach, 
stealing 7,000 Bitcoin worth $40 million, the 6th largest in crypto history, then moving the 
heist through several digital wallets, with all coins sitting in seven digital addresses of 
unknown identity and location. Losses of digital coins from hacks and fraud hit $1.2 billion 
between January and March, around 70 percent of the level for all of 2018.  

• Bitcoin donations to ISIS soared in the day before the Sri Lanka bombings. 
• Cryptojacking is the illegal use of another person's computer power to mine cryptocurrency, 

a particularly big problem in Malaysia and throughout social networks.   
• Closer to user concerns, the SIM-swapping fraud spreads, stealing control of the 

smartphone and its wallet contents. 
  

A BBC radio series titled “The missing Cryptoqueen” has been exploring a crypto scam called OneCoin 
that has affected millions and is ongoing despite US criminal proceedings. According to the programme, 
the Bulgaria-based scheme ran on a standard SQL database instead of building a Blockchain. The 
founding woman, referred to as the “cryptoqueen”, was still at large at the time of writing this paper, 
while her brother has admitted to a $4bn fraud. Investigations into the scheme's money-laundering 
routes reached the horse-racing world, while the American authorities have engaged the Irish 
institutions over the suggestion that the Irish banking system has been used for mass money-laundering 
for the scam. OneCoin backers have also been linked to the Irish Cryptocurrency MingoCoin. The Irish 
have also been monitoring another scheme, DasCoin, rebranded GreenPower, that was being 
promoted in Galway. 
 
Claims that cryptocurrencies offer transparency are also in jeopardy after the largest ever Bitcoin 
transaction, worth just over $1 billion transferring between two accounts, has been made anonymously. 
Could this be from Venezuela? Reports suggest a link with the Bakkt launch, or the product of an early 
adopter consolidating their wallets.   
 
Following the UN report revelations of North Korea’s involvement in international crypto crime, the 
country denied the allegation and opened up about its national cryptocurrency ambitions. The regime 
has been known to be involved in Bitcoin mining since 2017. Reasons for the regime to build their 
national digital currency may include raising international funds for defence programmes and 
circumventing US sanctions (as done by Iran and Cuba). 
 
Overall, the Libra crisis may have negatively impacted the image of the crypto industry. The ecosystem, 
including payment processors, has been working on security and compliance with some partnerships 

https://www.reuters.com/article/usa-lawyer-locke-lord-scott/ex-big-law-partner-found-guilty-in-cryptocurrency-fraud-trial-idUSL2N28202V
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to detect which digital assets are probably securities and cannot be traded. The industry has been 
showing some level of initiative to gain legitimacy and trust, with some players investing in information 
security credentials, while Anti-Money Laundering specialists have been building up capabilities near 
major financial hubs. 
 
 
 
 

 

 
 

1.2 Central Bank Digital Currencies (CBDC) 

Section 1.2 references 
 
As per the Bank for International Settlements, “CBDC is not a well-defined term. It is used to refer to a 
number of concepts. However, it is envisioned by most to be a new form of central bank money. That 
is, a central bank liability, denominated in an existing unit of account, which serves both as a medium 
of exchange and a store of value […] This mix of new and already existing forms of central bank 
money makes it challenging to precisely define what a CBDC is. In fact, for purposes of analysing 
what may change, it is easier to define a CBDC by highlighting what it is not: a CBDC is a digital form 
of central bank money that is different from balances in traditional reserve or settlement accounts. 
 
For clarity, CBDCs should be viewed in the context of other types of money. Below is a taxonomy of 
money in the form of a Venn-diagram referred to as the money flower (Bech and Garratt (2017)). The 
version here from the Bank for International Settlements focuses on the combinations of four key 
properties: issuer (central bank or other); form (digital or physical); accessibility (widely or restricted); 
and technology (token- or account-based). Money is typically based on one of two basic technologies: 
tokens of stored value or accounts (Green (2008) and Mersch (2017a)). Cash and many digital 
currencies are token-based, whereas balances in reserve accounts and most forms of commercial 
bank money are account-based.” 
 
 

"Highly unregulated and rapidly growing, cryptocurrency markets are ripe for 
fraudulent transactions." Cassy Sommer, Staten Island Advance Trending News 
Manager, October 2019, Source. 

https://www.silive.com/news/2019/10/cybersecurity-risks-consumers-should-beware-of-these-4-scams.html
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1The Money Flower: A taxonomy of money. Bank for international Settlements, source: 
https://www.bis.org/cpmi/publ/d174.pdf  

 
The topic and concepts associated with Central Bank Digital Currencies gained extensive public 
exposure from the summer, leading to some suggestions that central banks were communicating 
intent to release CBDCs in response to Facebook’s Libra crisis. However, this interpretation is 
misplaced, as central banks have been working on CBDCs for some time, with regular prompting from 
the International Monetary Fund and the Bank for International Settlements.  
 
 

1.2.1 Overview 

 Section 1.2.1 references 
 
The rise and volatility of cryptocurrencies have captured the interest of many commentators, 
particularly due to the excitement over a new technology, known as Blockchain, to resolve some 
economic development limitations and to power decentralised payment systems. Our paper 
“Understanding CBDCs” provided a thorough overview of the context and the concepts of central 
bank digital currencies:  
 
A switch from public fiat towards private electronic money challenges the definition of money, the 
access to legal tender, the role of Central Banks, the financial intermediation model and the 
transmission of monetary policy. Central Banks have been under pressure to respond to the dramatic 
developments of cryptocurrencies and improve the efficiency of payment systems.  
 
Central Banks have embarked on exploratory projects to study the potential for issuing Central Bank 
Digital Currencies. An array of models is under consideration for both wholesale and retail versions, 
yet a clear proposal is elusive: the effects of a CBDC on interest rates, financial stability, and security 
require careful assessment. Changes to financial intermediation would have implications for bank 
funding and liquidity.  
 
Central Banks’ literature throughout 2018 tended to provide a negative view on cryptocurrencies, 
qualifying them as “the evil spawn of the financial crisis” (European Central Bank, 2018): 
  

https://www.bis.org/cpmi/publ/d174.pdf
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• Many countries deny them the definition of currency and point out that they do not meet the 
functions of money.  

• They are a speculative, highly volatile medium that distorts the market, pulling away 
investment from the real economy and innovation into bubbles.  

• They are vulnerable to crime and expose consumers and investors to high risks of loss.  
• Despite the decentralisation claims of the underlying technology, intermediaries still exist, 

such as miners and exchanges.  
• The technology is not scalable, is inefficient, and has a high environmental impact due to 

miners’ energy use for computing power.  
   
Technology innovation facilitated cryptocurrencies. The Blockchain technology enables transactions 
without a central authority which presents advantages that have been hailed as the key to the future 
growth in international trade. However, performance, interoperability, scalability, and security 
concerns leave Central Banks unconvinced that the technology is mature enough to replace current 
critical large-scale payment systems.  
 
However, the Blockchain technology is generally accepted as offering substantial potential for 
improving public service functions, in particular to improve the cost and complexity of burdensome 
processes, whether financial or not. This leads several countries to position themselves as 
Blockchain-friendly countries, to attract investment. Cross-border payments, electronic collaterals and 
security settlements may be good use cases for implementation, using Blockchain technology.  
 
There is however scepticism about the current potential of Blockchain technology for economic 
applications. Some have even raised concerns about a bubble situation in Blockchain investment and 
finance, with speculation, market manipulation and suggested conduct in breach of law and regulation 
widespread.  
 
Likewise, the potential benefit of a CBDC itself divides opinion in the international community, with a 
variety of positions. Vast literature published in 2018 reflects the intensive global effort to assess the 
feasibility of CBDCs, given the breadth of models and applications. The lack of standardised definition 
and specification of a CBDC seems to reflect the early stage of exploration for opportunities and 
assessment of risks. Studies tended to unveil more risks than were hypothesised at their inception, 
spanning from technical, legal, economic, security, operational, to monetary policy. Current systems 
appear more effective than Blockchain at this stage of maturity. 
 
1.2.2 2019 dynamics 

 Section 1.2.2 references 
  
While many Central Banks had already undertaken studies on the prospect of a CBDC, there is wide 
acknowledgement that the Libra announcement has pushed central bankers to focus on and maybe 
accelerate their thinking towards CBDCs. 
 
Others looked at the potential of cross-border payments, with the central banks of Canada and 
Singapore joining up projects Jasper and Ubin3, and concluding a trial using Blockchain and CBDCs, 
hailed as a first substantial step to make cross-border payments "cheaper, faster and safer", also the 
focus for Ripple's Blockchain-based payment system developments. Elsewhere, Hong Kong and 
Thailand signed a Memorandum of Understanding for cross-border collaboration for financial 
innovation, with a possible application of connecting CBDC projects LionRock and Inthanon. 

 

                                                 
3 In 2017 and 2018, several Central Banks initiated projects to explore the use of Blockchain for wholesale settlements systems in their 
own territory. Project names include Jasper, Ubin, LionRock, Inthanon. In 2019 Central Banks started to explore interfaces between these 
proofs of concept.   

https://www.coindesk.com/central-banks-settle-cross-border-payments-with-blockchain-for-first-time
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2 Bank for International Settlements: Digital innovations have reduced remittance costs and enhanced inclusion. 

 
 
While Norway examined the potential for a CBDC, the Bahamas announced its own launch by 2020, 
Russia considered creating a gold-backed crypto, and the South African reserve bank looked to test a 
digital currency backed by the Rand. 
  
In India, the much-awaited Inter-Ministerial Committee Report, ordered in late 2017, on the review of 
digital currencies and recommendations for action, was finally released. It proposes that people won’t 
be allowed to “mine, generate, hold, sell, deal in, issue, transfer, dispose of or use cryptocurrency in 
India.” It also supports some aspects of Distributed Ledger Technology and makes provisions for a 
digital Rupee. Various departments would examine the bill and consult with regulatory authorities 
before the government makes its decisions. 
 
Elsewhere, other central banks were at various stages of their CBDC journeys. Peru was studying 
CBDCs and looking into the potential effects of a virtual currency. Currency in circulation amounts to 
7% of GDP and most retail payments are cash in this mostly informal economy, despite recent 
programmes such as electronic invoicing. Financial inclusion is brought into the topic, as only 43% of 
the population has access to financial instruments. 
 
In Thailand, CBDC project Inthanon was due to enter its third phase in August, to test international 
money transfers with Hong Kong Monetary Authority’s LionRock project. The second phase of 
Inthanon was hailed as a success, with a number of banking partners. In the crypto department, 
Thailand continues to position itself as a fintech hub in Asia: Huobi has received the green light to 
operate a crypto exchange (the 5th digital assets licence). Thailand took a prudent view on 
Facebook’s Libra. Despite a commitment to drive cashless transactions, the Thai people’s take-up of 
new means of payment such as PromptPay and QR codes remained modest. 
  
In Kenya, the Blockchain taskforce has recommended the development of a state digital asset 
framework which would, in the long run, enable citizens to raise funds through Initial Coin Offerings 
(ICOs).  The strategic report paved a way for a CBDC. Rwanda was also reported to be studying the 
implementation of a CBDC. Mauritius introduced its new payment system MauCas, and announced a 
future CBDC, while modernising its regulatory framework towards a risk-based model. 
 
Meanwhile, the East Caribbean Central Bank progressed towards its CBDC pilot into four of its 
countries, in a region where 80% of transactions are made through cash and cheques. The Central 
Bank engaged earlier with a local Fintech to launch a pilot for a Digital EC Dollar (DXCD) to address 
the speed and cost of transactions through retail, and peer-to-peer transactions through digital 
wallets. It is built on a private permissioned Blockchain platform. 
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The Turkish Central Bank's development plan includes issuing a CBDC and building infrastructure to 
support Blockchain-based initiatives to attract foreign funds capital market and for non-bank financial 
institutions. Will Blockchain reshape microfinance in Turkey? According to Statista, a statistics portal 
for market data, 20% of Turks already use or own cryptocurrencies. As in other regions, the recent 
currency crisis may be driving the crypto uptake. Turkey will be completing its digital Lira pilots by the 
end of 2020. 
 
The confirmation that the Federal Reserve is looking into developing a digital currency has been the 
most viral news globally on the CBDC topic, which has built on geopolitical stakes with the dominance 
of the Dollar, a central point of international commentary related to China's plans to launch a digital 
Yuan.  
 
The BRICs4 may also be considering a common payment system, although it may not be a 
cryptocurrency. Other central banks such as Japan are conducting research, yet not necessarily 
planning to launch a CBDC.       
  
The Eurozone has been opening up about exploring a future CBDC through Benoit Coeure, a 
prominent member of the ECB. Geopolitics are part of the EU rationale for a CBDC, as well as the 
necessity to plan for a replacement of cash. France and Germany are said to be keen on pushing the 
project, and a text was being drafted for the EU members to adopt a common policy towards 
cryptocurrencies. In addition, Europe's reliance on global payment systems, due to a regional 
absence of major players, has become an increasing concern. A new initiative, the Pan-European 
Payment System Initiative (PEPSI), backed by twenty French and German banks, is welcomed.     
   
Meanwhile, the Bank for International Settlements set up an innovation hub centre in Switzerland with 
a project to examine the use of Distributed Ledger Technology (DLT) for CBDCs, and another to 
address the tracking of fast-paced electronic markets. In addition, the Swiss National Bank engaged 
the SIX Digital Exchange for a proof of concept on the use of central bank money for the trading and 
settlement of tokenised assets. 
 
Elsewhere, Venezuela has been pushing for the adoption of its government-issued cryptocurrency, 
the Petro, announcing that some 30 million barrels of tanked oil reserves would serve as its backing. 
Argentina has been considering the implications of stablecoins.  
  
Singapore's Project Ubin has continued its progress, with a prototype network for multicurrency 
payments. South Korea reiterated it has no plans to issue a CBDC, and that central banks should not 
rush to do so.  
  
Other Central Banks are embracing Blockchain, separately from CBDC projects: Azerbaijan's Central 
Bank is planning to introduce a Blockchain-based identification system in 2020. Thailand is reported 
to plan to use Blockchain for VAT refunds, bonds and procurement.  
 
This points to the importance of geopolitics in the interest towards CBDCs, and cryptos more 
generally. One aspect is the suspected use to circumvent international sanctions, as is the case with 
Iran. As the economy has weakened due to the sanctions imposed by the USA, the country is 
reportedly in the midst of a “Bitcoin craze”, leading the government to take action to control the 
blossoming mining industry. It has simultaneously announced the creation of a gold-backed crypto.  
  
The second aspect is the question of reserve currencies. Bank of England’s Mark Carney has raised 
the issue of the US Dollar domination and the potential for a global digital currency to become a new 
reserve currency; this could be enabled through a network of CBDCs paving the way for a diversified 
financial system to provide a Synthetic Hegemonic Currency (SHC). This has been much commented 
as a Libra-like currency, although the vision will make it a multipolar system, rather than “replace one 
hegemon with another” (Carney, August 2019).  
 
 

                                                 
4 BRIC is a grouping acronym referring to the countries of Brazil, Russia, India and China 
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1.2.3 2019 Pain points 

 Section 1.2.3 references 
  
Central banks must lie uneasy at a time of facing a fully-private payment chain, international trade 
tensions, a shortage of monetary policy tools, and a new threat on the block: Bitcoin arisen from the 
Great Financial Crisis. As the world is in the midst of a trust crisis, what will be the role of 
cryptocurrencies in the next recession? What would be the impact of a retail Central Bank Digital 
Currency launch on neighbouring, weaker or pegged currencies? Could one state launch a digital 
currency to challenge reserve currencies in other states? How will the international community 
respond to a state using a digital currency to circumvent sanctions, following in the tracks of Iran?  
  
Beyond the regulatory regime, money is about trust. Will customers forget or forgive Facebook's 
recent information management history, under public and regulatory scrutiny over the misuse of 
consumer personal data? Facebook's Libra could reach its social media 2 billion daily users, leading 
to unique network effects.  
 
Facebook's Mark Zuckerberg approached regulators and central banks for guidance on regulation, 
yet the answer isn’t yet forthcoming: will a stablecoin be considered as eMoney, Futures, or 
derivatives? Such coin may render cryptocurrency legitimate. Whether Facebook is ready for the 
regulatory requirements, payments licensing will be required in most jurisdictions – hampering the 
economic model. How likely is Facebook to be successful on all three payments facets of compliance, 
security and consumer trust?  
  
Some commentators point to the importance of allowing innovation – provided security, monetary and 
financial stability are not negatively affected, and payment transactions are not compromised. It is an 
opportunity to challenge traditional banks to resolve slow and expensive payment systems, in 
particular cross-border transactions.  
 
Elsewhere, many articles comment on the opportunity to financially include the unbanked people, by 
using mobile technology without requiring a cryptocurrency.  
 
 
1.2.4 Spotlight on China 

Section 1.2.4 references 
 
In August, China announced that its CBDC is ready to pilot in Shenzhen and can be expected to 
launch before Facebook’s Libra, following a 5-year development cycle. Some speculation, soon 
refuted by China, has even suggested a launch date as early as November 2019 with eight 
institutions.  
 
Facebook’s Libra announcement might have raised the level of urgency within the People’s Bank of 
China (PBoC), although the effects of ongoing trade tensions with the US may be a valid alternative 
explanation.  
 
Design and architecture have been the focal points of international commentary following the 
announcement: the Chinese approach provides a new perspective on options to prevent some risks 
for a CBDC as an alternative to cash (M0), such as retail management, excessive risk concentration, 
and financial disintermediation. As a two-tiered system, the CBDC will be issued through the existing 
financial network, with banks paying the full amount and 100% of the reserve to the PBoC. 
 
The other focus of commentary has been the technology architecture. The original speech highlighted 
the reasons why the CBDC could not run on Blockchain alone, such as high concurrency 
performance and scalability limitations, and reiterated the country’s neutrality towards technology. 
This is consistent with earlier communications from the PBoC that raised concerns about performance 
and the effects of excessive decentralisation of Blockchain. However, later statements seeking to 
clarify the situation to the western press appeared to confuse the position. Nevertheless, the latter 
specifies that the PBoC involves and will continue to involve Non-Government Organisations as part 
of the development cycle and future issuance. 
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China’s announcement in August drove viral content associated with other countries known to be 
working on CBDCs such as Singapore, Canada, Bahamas, Thailand, Uruguay, Sweden and the 
Eastern Caribbean. This provided a partial picture of the developments, as coverage did not tend to 
differentiate between retail and wholesale applications of a possible CBDC and seemed to address 
the announcements or hearsay in isolation from the countries’ views on digital currencies and 
Blockchain.   
 
For instance, China is known for its opposition to private digital currencies such as Bitcoin through its 
2017 ban on crypto platforms. Market players have been saying, though this cannot be verified for 
lack of official statistics, that current trade tensions and a weaker Yuan have been driving up the 
Chinese demand for cryptos to evade capital controls. In particular, larger investors are also said to 
be looking towards exchanges in Malta.  
 
China’s position towards private digital currency is however ambiguous, as a second ruling (since 
October 2018) recently affirmed that Bitcoin is virtual property and is to be protected as such (based 
on scarcity, value and disposability), but is not fiat money.  
 
Some speculate whether China is about to relax its tight repression of digital currencies. In 
September, China addressed lingering rumours about the launch of their CBDC, openly declaring that 
the timing had not been decided. The speculation was however a boon for the Chinese FinTech 
stocks, while the government clamped down on an ICO5 firm.  
 
In November, China brought to a halt the craze that followed the announcements on commitments 
towards Blockchain technology, such as an investment fund. Speculation about a change of attitude 
towards Bitcoin originated from the misinterpretation of an official quote that "Bitcoin is the first 
application of the blockchain, and in a sense it is also the most successful application to date", and a 
front-page article in a state-run newspaper that aimed to educate on the Blockchain, how Bitcoin works, 
and justify the ban on ICOs. The PBoC issued statements to address the rumours, and an official sought 
to allay fears about privacy with the future CBDC.  
 
Meanwhile, a survey suggests that 89% of Chinese Blockchain companies are planning to launch 
cryptocurrencies. Further reminding everyone that Blockchain should not be confused with 
cryptocurrency, the PBoC announced and implemented a crackdown on crypto trading, shutting down 
a number of platforms, but stopping short of restricting mining activities. This all led to rumours on raids. 
This crackdown is believed to be the cause of Bitcoin's plummeting value to a 6-month low, along drops 
for Ethereum and Ripple.   
  

                                                 
5 An Initial Coin Offering (ICO) is the cryptocurrency industry's equivalent to an Initial Public Offering (IPO). ICOs act as a 
way to raise funds, where a company looking to raise money to create a new coin, app, or service launches an ICO. Source: 
Investopedia 
 

“If the PBoC [People’s Bank of China] issues its own cryptocurrency and uses it to 
replace the dollar for trade along the Belt and Road, it could challenge the dollar’s 
dominance and offer optionality to these countries. A considerable portion of the 
Belt and Road trade and investments are being carried out by Chinese state-
owned enterprises with a political mandate. This could make the implementation of 
a PBoC-backed cryptocurrency more efficient. Such a digitally -controlled 
approach could allow China to strike a balance between capital control and RMB 
internationalization that wasn’t possible before.” Jennifer Zhu Scott, Radian 
Partners Founding Partner, on World Economic Forum, October 2019, Source. 

 

https://www.ohnocrypto.com/2019/11/top-chinese-official-digital-yuan-will.html
https://www.ft.com/content/1fad6628-0f72-11ea-a7e6-62bf4f9e548a
https://www.weforum.org/agenda/2018/10/is-china-about-to-launch-its-own-cryptocurrency/
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Section 2: Revisiting 2018 themes 

Section 2 references 

“A Cashless Society in 2018” first identified the driving trends for the year, pointing to structural 
disruption of the payments’ ecosystem from conflicting forces. It then reported on regional 
developments for the topic, with emphasis on India, Kenya, the UK and Australia. 

The technology landscape was conducive to adoption of mobile payments, with notable progress for 
the use of QR code payments in Asia as part of national payment initiatives to improve the cost 
efficiency of payment solutions and to increase financial inclusion. However, multiple and high-impact 
outages in payment systems related to the underlying systems or telecoms infrastructure raised 
concerns about our reliance on technology for critical economic functions. 

Convenience continued to drive consumer adoption of contactless card and mobile payments for low-
value purchases, with regional preferences as seen in 2017. Data scandals, cyber-crime and fears of 
a totalitarian state highlighted security and privacy concerns. 

Innovation continued to offer consumers increasing levels of integrated retail experience and 
expanded their choice of financial services suppliers to new and more competitive digital entrants. As 
the use of cash reduces, the cost of transactions continued to feed the commercial payment 
ecosystem, costing consumers and businesses. This is also an on-going challenge to the viability of 
the existing ATM infrastructure, and a threat to the free access to cash.    
 
The following examples demonstrate the themes were still relevant in 2019:  
• Transport became contactless, in places such as the Netherlands, New York, Rome, Israel, 

Scotland (bus system), with early charging glitches in Manchester and Australia.   
• Festivals became cashless: Rwanda, Ghana (rise of mobile transactions), although the 

arrangement benefited organisers more than consumers. 
• Ecosystems delivered payment solutions, apps for kids’ financial literacy, and concerns over 

consumer debt.  
• Banks promoted a cashless economy and stepped up to competition through innovation and 

new services to enable online payments; payment processors continued their acquisitions. In 
Thailand and the USA, banks adapted to the changing landscape.  

• Convenience pushed retailers to accept more means of payment, leading to more trade, 
including from Chinese tourists abroad, such as in Australia and Thailand. Alternative merchant 
solutions expanded their reach. 

• Vietnamese platforms banked on convenience to compete in buoyant market. 
• Resulting boom for Point-of-Sale devices in Vietnam, Japan.  
• The overall change in payments ecosystem, with increased use of digital payments, raised the 

question of the future of cash. Some highlighted fiscal benefits, especially for VAT, and the 
shadow economy. Others pointed out the discriminatory nature of cashless retailers.  

• Ongoing predictions on mobile payment adoptions in developed countries, with articles 
highlighting opportunities and challenges of integrating with mobile wallets.  

• The ongoing growth in QR code use and alliances to boost e-wallet adoption, including for cash 
withdrawal in Asia and Portugal, and cross-border payments.  

• Multiple partnerships to broaden the use of cashless transactions in the Philippines, Greece, 
Vietnam, Bangladesh, and the gaming industry in South East Asia. 

• Remittances continued being a battleground for innovation and start-ups in the Philippines and 
Africa.   

• Concerns over data privacy persisted. 
• Government e-payment services in Malaysia and Ethiopia, and a new mobile payment solution 

in Mauritius. Political drive from some countries such as Vietnam to replicate other countries' 
successes with their de-cashing initiatives. 

• The need for transition for a cashless society to manage risks. 

http://global.chinadaily.com.cn/a/201909/18/WS5d81bfe6a310cf3e3556c28c.html
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• Meanwhile, contactless payments were increasingly popular for low-value transactions, Apple 
unveiled their card, and industrial players influenced retailers towards mobile payments, while 
AliPay built a new partnership in the UK.  

• The UK government consulted with train operators to enable consumers to travel the entire 
railway network with contactless cards or smartphones. 

• Hong Kong has initiated its first virtual banking services. 
 

2.1 Technological innovation 

Amidst the ongoing investments to drive down friction in transactions in e-commerce to maximise 
convenience, some developments are noteworthy for long-term implications. 
 
2.1.1 The Pan-African Payment and Settlement System 

Section 2.1.1 references 
 
The positive impact of Fintech and associated effects of mobile money on opening economic 
opportunity in Africa needs no further demonstration. Fintech investment has been buoyant in Africa 
over the past couple of years, with solutions spreading throughout Africa.  
 
The implementation of the new African Continental Free Trade Area (AfCFTA) is likely to further boost 
infrastructure investments as the zone is being implemented, already leading to the launch of the 
Pan-African Payment and Settlement System (PAPSS), the first continent-wide digital payment 
system. The PAPSS will save an estimated $5 bn in transaction costs annually.  
 
2.1.2 The Mobile Internet infrastructure is maturing. 

Section 2.1.2 references 
 
The mobile industry has now reached a scale to offer a compelling platform for new means of 
payment. GSMA identified the four enablers of mobile internet as:  

• Infrastructure (most improved since 2014, globally)  
• Affordability  
• Consumer readiness and  
• Content and services (second most improved since 2014). 

 
 
 
 
 
 
 
 
 
 

 

 
However, smartphone ownership is not universal. 

“Affordability has improved, but remains a key consumer barrier. The average 
monthly cost of a 500MB data plan fell from 4.8% to 2.5% of monthly GDP per capita 
between 2014 and 2017. The average cost of an entry-level internet-enabled device 
fell from 3.6% to 2.3% of GDP per capita. However, affordability remains one of the 
biggest barriers for consumers to mobile internet adoption in low- and middle-income 
countries.” GSMA (mobile network operators’ trade body), July 2019, Source. 

https://www.gsma.com/mobilefordevelopment/wp-content/uploads/2019/07/GSMA-State-of-Mobile-Internet-Connectivity-Report-2019.pdf
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3 Statista: % of adults who own no mobile phone or have a non-smartphone in 2018 

 
2.1.3 QR codes 

 Section 2.1.3 references 
  
Payments with Quick Response codes continued to gain adoption, with cross-border payments as a 
possible new use case. 
 
Seven European payment providers have partnered to create a cross-border mobile payment 
network, a QR-code based project which is expected to grow and compete against the US giants. 
This is separate from the Pan-European Payment System Initiative, due to set up a regional system to 
rival Visa and Mastercard. 
 
The J-coin Pay is Japan’s new payment platform to drive cashless transactions, the outcome from a 
partnership of 60 banks. Launched in March, it enables users to move money from their J-coin Pay 
account to others’ (individuals and retailers) telephone numbers or using a QR code. Transfers are 
free of charge, and available anytime, anywhere. It is not Blockchain-based. Future plans include 
payment services for non-Japanese visitors through partnerships with QR code operators outside 
Japan, starting with UnionPay and Alipay. The ecosystem continues to ramp up interoperable 
arrangements to facilitate and encourage cashless transactions, notably enabling the use of QR 
codes for cross-border mobile payments and for retailers. Visitors will be able to use a "Welcome 
Suica" contactless card. 
 
QR Codes standards are now a core issue for interoperability, as its adoption continues. On the 25th 
anniversary of its introduction, its inventor calls for a security update. The Central Bank of the 
Philippines is also looking to set a standard for QR Codes. 
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2.1.4 Spotlight on M-Pesa 

 Section 2.1.4 references 
  
There was extensive focus on M-Pesa in the summer, following the death of Safaricom CEO Bob 
Collymore. He was a social entrepreneur, respected for his contributions beyond M-Pesa and as a 
businessman. He will be remembered beyond M-Pesa as he brought social innovations such as 
mother care with maternity leave, the M-Pesa academy to finance students from poorer families, and 
Mschwari, a micro-saving product. 
 
Collymore also helped avert a financial cryptocurrency catastrophe, suspending services to BitPesa 
and Lipisha Consortium in 2015, as they were acting as remittance services using Bitcoin without 
regulatory approval from the Central Bank of Kenya. Continuing the trade could have led Safaricom to 
breach Anti-Money Laundering and Know-Your-Customer (AML and KYC) rules. 
 
The operating environment remains challenging: following gambling as well as compliance concerns, 
Safaricom has had to stop processing transactions for sport betting companies after action from the 
Kenyan regulator.  
 
Mobile money tax continues to draw criticism, as the Kenyan Revenue Authority plans to monitor M-
Pesa transactions to spot tax evaders. An earlier Kenyan Central Banker raised the need for 
Electronic Identification in order to further financial inclusion.  
  
Safaricom’s market dominance has not prompted the regulators to act. Customer experience has 
improved, despite a fall in mobile cash transfers, although interoperability issues raise concerns. The 
regulator intervention in 2018 has had limited effects so far, as consumers still pay more for payments 
across networks.  
 
The new Fuliza (Overdraft) product disbursed KSh 81bn in the first semester of 2019, with an 
approximate 50% of M-Pesa users’ penetration raising concerns about debt levels.  
 
M-Pesa now focuses on international development with a KSh 407 million investment with predictions 
for expansion into Ethiopia and Nigeria. The strategy includes Safaricom and Vodacom purchasing 
the intellectual property rights from Vodafone to enable expansion across Africa. Other initiatives 
include a new partnership with an off-grid energy company in Mozambique. Following an earlier 
partnership with Alibaba, Safaricom has also partnered with Travelport, so M-Pesa users can book 
travel services using the mobile payment. 
 
Business is booming for Vodacom in addition to Safaricom's success, realising some of the value 
from its international outreach, such as M-Pesa's increased market share in Tanzania, where it has 
opened its system to subscribers of other networks and launched Fuliza, the overdraft service.   
 
However, the M-Pesa service has been withdrawn from Albania and India. 
 

 

“With QR payments, it’s not that the protocol itself is particularly revolutionary – it’s 
how economical it is for merchants. It’s not easy for merchants to invest in a 
300,000-yen credit card reader – that cost is on the merchant. But now, customers 
themselves are providing the infrastructure: their smartphones!” Koichi Nakamura, 
Managing Executive Officer at Rakuten Inc, July 2019, Source. 

 
 

https://rakuten.today/staging-0910/blog/japan-cashless-future.html
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2.1.5 Spotlight on India 

Section 2.1.5 references 
 
In India, out of the 11 payment services banks licensed "in principle" in 2015, 7 licences were 
confirmed, and only 4 are still operational. M-Pesa ceased trading in July 2019 after the failure of its 
payments bank partner, and Vodafone faces a $4bn charge levy for spectrum and licence fees 
following a supreme court ruling. It appears India’s payments bank models became unviable as a 
result of stringent regulations that affected both assets (lending ban) and liabilities (deposit ceiling), as 
well as high-capital ratios. Other reports mention elements such as bureaucracy, regulations against 
cross-selling, and third-party partnerships. Payment banks, due to the deposit ceiling, do not have 
access to the Adhaar KYC automation, so have to resort to a manual, cumbersome process.  
 
However, in parallel, 87 mobile wallets vie for Indian business, through the Unified Payments 
Interface (UPI), mainly serving city dwellers; infrastructure and connectivity remain a challenge in rural 
areas. Consumers also prefer using UPI directly for larger sums and Peer-to-Peer transfers. 
 
The Reserve Bank has issued its 2019-2021 strategy that focuses on Competition/Cost/Convenience/ 
Confidence and articulates around twelve outcomes. For starters, it has waived the transaction 
charges through RTGS and NEFT system, Internet and mobile banking, and asked banks to 
immediately pass on the savings to customers.  
 

2.2 Reliability, security and privacy  

 
2.2.1 Reliability 

Section 2.2.1 references 
 
Following the spate of high-impact incidents in the banking and payments industry, UK regulators 
have published their policy summary and requirements to strengthen operational resilience in the 
financial services sector. This means banks should:  

• “identify their important business services that if disrupted could cause harm to consumers or 
market integrity, threaten the viability of firms or cause instability in the financial system. 

• set impact tolerances for each important business service, which would quantify the 
maximum tolerable level of disruption they would tolerate. 

• identify and document the people, processes, technology, facilities and information that 
support their important business services. 

• take actions to be able to remain within their impact tolerances through a range of severe but 
plausible disruption scenarios.” 

 
2.2.2 Security and privacy 

Section 2.2.2 references 
 
Security is a key requirement for consumer trust and retailer protection and was identified in 2018 as 
a barrier to adoption of mobile payments. These are affected by SIM-swapping frauds, where hackers 
control the mobile phone and use its wallets.  
 
Contactless theft is now acknowledged as a problem requiring security standards updates and is a 
focus for the Payment Card Industry Security Council. A flaw in the VISA contactless system that 
enables thieves to bypass the £30 limit raised concerns. Yet banks are keen to lift the payment cap 
for contactless payments.  
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Japan's second retail group had to stop the smartphone QR code payment roll-out after $500k was 
stolen in 2 days through hacking. After reprimanding 7-Eleven, The Financial Services Agency 
decided to inspect payment service providers. 
 
A new type of malware affected Indian ATMs during the summer, believed to be associated with North 
Korean hackers. 
 
2.2.3 The Data Economy 

Section 2.2.3 references 
 
Leading technology platforms, often referred to as GAFA or BigTech, have been further moving into 
financial services, such as the Apple card, Facebook Pay, and Google bank. These have led to 
probes from regulators due to the potential for abuse of personal transaction data for commercial 
purposes. Facebook’s Libra project (detailed in section 2) became the focus of anxiety over 
individuals’ right to privacy. 
 
Mid-July, a Capitol Hill committee challenged the Big Technology companies Facebook, Apple, 
Amazon and Google over various practices that had been eroding trust in the Silicon Valley. The 
Swiss Federal Data Protection commissioner acted on the declarations at the US Congress, and 
wrote to Facebook, asking for further information on Libra. While waiting, other data authorities joined 
the Swiss in making statements and asking for more clarifications about Facebook’s Libra project. 
Facebook then agreed to create a privacy panel and pay a $5 billion settlement following a Federal 
Trade Commission investigation into years of privacy violations. It found itself in further trouble with an 
SEC complaint leading to a $100 million penalty over its use of data, a key concern for international 
regulators. In August, Britain's Information Commissioner Office sent a statement to all Libra partners, 
signed by a number of authorities and countries. Later in the month, the German data protection 
authority raised an inquiry over audio transcription. A delegation of the US House of Representatives 
Committee on financial services travelled to Switzerland to discuss cryptocurrencies, including the 
Libra project, yet returned still concerned. The EU Antitrust regulators also opened a probe. 
 
The international community united against the Libra project with some strong statements and 
indications that Facebook’s reputation with regard to data mishandling negatively impacts the project: 

• Trust with user data, and general trustworthiness due to historical behaviour, perceived as 
unethical 

• A particular concern related to the project’s digital identification implications 
• Consumer protection and data security  
• Level of independence from regulation  
• Illicit use: compliance with Anti-Money Laundering, Know Your Customer and anti-terrorism 

financing regulations  
• Financial stability: the attributes of a sovereign currency without the rules and controls 
• Implications for monetary policy 
• Risk of increased financial cybercrime.  

 
Other related topics were associated with the crisis: 

• The role of Facebook in disseminating political propaganda, and its political position, while 
Facebook launches a Facebook news tab in the mobile app  

• Trust issues towards Facebook, with perceived failings towards child abuse, terrorist content, 
the WhatsApp acquisition, and the use of the social media by hate groups  

• A threat to break up Facebook and other Big Tech, and a broadening of the anti-trust 
violations to 47 states. The EU sets its sights on Apple Pay over anti-trust concerns. 

 
2.2.4 Democracy 

Section 2.2.4 references 
 
Our earlier papers highlighted the potential for governments to shut down the Internet in order to 
manage public order. New reports revealed the occurrence of Internet shutdowns in Africa is directly 
related to authoritarian states: 
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“Of the 22 African states that have disrupted connectivity over the past five years, 77% are 
listed as dictatorships, while 23% are considered partial democracies. The research centre 
warned of the normalisation of shutdowns, as more governments justify cut-offs to prevent post 
elective chaos, or the spread of fake news and hate speech.” APC.org 

 
Hong Kong protesters faced a different scenario in 2019 as they switched their Octopus (payment) 
cards for cash for anonymity, and shielded their faces from facial-recognition systems, to protect 
themselves from an authoritative crackdown.  
 
 
 
 
 
 
 
 

 

2.3 Economics and the politics of money 

Section 2.3 references 
 
The ability to access and use cash was a leading theme in 2019. The closure of ATMs and bank 
branches in Europe caused a popular uproar in 2018, as the scale of the change meant some high 
streets now lacked a cash service. As part of national infrastructure, access to cash has become a 
political issue. Is there some European truth to the late Safaricom CEO’s comments on M-Pesa’s 
failure to spread through Africa?  
 
 
 
 
 

 

 

2.3.1 Access to Cash 

Section 2.3.1 references 
 
Some US cities such as Philadelphia and New York legislated against cashless stores in 2019, in 
order to protect the poor’s ability to access goods and services.  
 
In France, 2,500 ATMs disappeared between 2015 and 2017, with consequences for access to cash 
in rural areas. France preferred encouraging cashback. Banks have signed 4,000 agreements for 
shops to install ATMs, an upfront cost of €90,000 and a yearly maintenance cost of €14,000. 
 
A recent comparative study of the costs of using different payment methods in the German retail 
sector concluded that paying by cash is less costly (€0.24 per transaction) than paying by debit or 
credit card (€0.33 for cards, and €0.34 per direct debit transaction). Actors in the German cash value 
chain have been working on efficiency schemes. One in three of the 60,000 German ATMs have so 
far been replaced with devices that enable customers to both withdraw and deposit cash.    
 
In Belgium, some banks already charge customers to withdraw cash from other banks’ ATMs. The 
local bpost banque caused outrage when updating the terms and conditions of its free bank account 
b.compact: account holders would only be allowed one monthly free withdrawal, then would be 
charged 50c thereafter. Following negative public reactions, the bank backtracked, explaining that:  

 “The reason you find it has failed [in some African countries] is that the banks are 
really good at lobbying against competition.” Bob Collymore, Safaricom CEO, 
February 2019, Source. 

 

"Wherever civil rights are not respected by the government, cash – much more than 
digital payments – helps opposition activists to protect themselves from the 
illegitimate use of public power, e.g., from surveillance and intimidation."  
Heike Mai, Deutsche Bank analyst, July 2019, Source. 

 

https://www.bbc.co.uk/news/business-47292757
https://www.cashmatters.org/blog/how-cash-protects-the-publics-right-to-privacy/
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• The bank may have underestimated customers’ attachment to free cash withdrawals  
• The b.compact account is specifically packaged for digital natives, with no account, card or 

internet banking fees  
• These fees are linked to the effects of low interest rates on the bank’s margins  
• The bpost banque does not operate its own ATM network: it is a third party to the bpost ATM 

network. 
 
In the UK, the Treasury Select Committee upheld the public concern that has shown through swathes 
of media coverage about ATMs and bank branches:  
 

 
 

 
 
 
 
 
 
 
 
 
 
The “Access to cash review”, and its reports provided a reality check for ongoing requirements for 
cash in the UK: cash is a necessity for 17% of the population, for rural infrastructure issues related to 
broadband and mobile signal availability, as well as social requirements related to vulnerable groups, 
and a fundamental right for choice. The review delivered unique insights on the economics of cash in 
the UK, the supply chain involved, and drew some pragmatic recommendations to ensure the ongoing 
viability of cash networks. 
 
Following the release of Access to Cash review report in March, as well as associated inquiries for the 
access to financial services, the Treasury Select Committee delivered its recommendations to the UK 
Government in May 2019, called for urgent action thereafter, and a debate was held at Westminster. 
The Government's response in July framed some of the activities within its financial inclusion 
programme, reiterated the role and commitment towards the "Access to Banking standard", and 
emphasised the position of the Government towards commercial decisions between Banks and the 
Post Office Network. In response to the argument that the Post Office network subsidised closing 
bank branches, the Government pointed out that a new agreement starting early 2020 would 
remunerate higher fees to Post Offices for banking services. Barclays attempted to exit the Post 
Office scheme, reverting under pressure.  
 
The Government rejected the call for smaller or rural communities to keep high street banking 
services as a community matter rather than a commercial matter, or to address gaps in service supply 
such as direct debit provision where high streets lose their last branch. 
 
 
 
 
 

 
 

 
 

 

 

 

 “With the way that people access their cash seemingly on the precipice of 
collapsing, the Government can’t just bury its head in the sand. This mustn’t fall 
through the gaps of responsibility – the Government and regulators should get a grip 
of this problem before the whole arrangement collapses.”  Treasury Select 
Committee, February 2019, Source. 

 

 “Yet that always-on [ATM], quiet and reliable face of the high street with its modest 
display, PIN-pad, and cash dispenser has been dragging its heels behind other 
financial services for a long time now. Very little, if anything, has changed in what it 
offers consumers.” James Tomaney, Renovite Technologies Inc CEO, July 2019, 
Source. 

 

https://www.parliament.uk/business/committees/committees-a-z/commons-select/treasury-committee/news-parliament-2017/chairs-comments-consumers-ability-to-get-cash-17-19/
https://www.finextra.com/blogposting/17474/innovation-20-atms-in-the-21st-century
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2.3.2 Spotlight on Ghana 

Section 2.3.2 references 
 
The parliament of Ghana passed the new Payment Systems and Settlement Bill that will now control 
all financial institutions which offer electronic payment services in the country. Ghana has announced 
that they are considering the potential benefits and costs of a CBDC, a move that appears to have 
triggered running commentary on Bitcoin being the future of Africa. However, the reports miss the 
overall strategic perspective of Ghana towards a less-cash society, as it also announced the launch of 
QR code payments to start in December 2019 and authorised a bank to issue mobile money. 
 

2.3.3 Spotlight on Nigeria 

 Section 2.3.3 references 
  
The IMF welcomed Nigeria’s economic recovery, though urged to resolve structural issues that 
constrain growth. At micro level, both Internet access and the payments infrastructure do not seem 
designed to support the growth in Point of Sale transactions, leading to frustration. 
 
The Central Bank of Nigeria hailed the appreciation of the Naira, and the inflow of foreign investment 
post-elections, on its success in shaping the economy through a number of focused interventions. It 
had confidence in its cashless policy, in particular with the development of payment systems and 
financial inclusion. We recently noted investments in the ecosystem, such as banks offering inclusive 
products, and Nigerian Telcos applying for the new Payment Service Bank licences. Ecobank is one 
of the players promoting payment solutions using QR codes.  
 
The new m-Naira app is a money transfer services platform that interconnects all Nigerian bank 
accounts, mobile wallets and billing systems to deliver instant remittance services from anywhere in 
the world.  
 
The recent regulatory framework has energised the market in Nigeria, with telco operators such as 
MTN acquiring a super-agent licence. Airtel is to set up a payment service bank. The next stage is for 
the Nigerian Government to collect VAT from online purchases, an unpopular development. Nigeria 
attracts international entrants to their market and is expecting M-Pesa to launch in the future.  
 
The Central Bank's announcement of a cashless policy by March 31, 2020 led to many adverse 
reactions, with diverse opinions, as it also included new charges for deposits. The Senate supported 
the overall economic programme, with a cautious note about its effects on the plight of the poorest. 
However, there were some concerns that the policy is being pushed too quickly, as the platforms and 
services are not mature enough. The realities are different, away from Lagos, and some suggest 
addressing some underlying causes for cash transactions to still dominate, citing a number of 
structural as well as socio-economic factors. 
 
 
  

https://www.thisdaylive.com/index.php/2019/09/18/nationwide-implementation-of-cashless-policy-begins-march-2020/
https://guardian.ng/opinion/benefits-of-cbns-cashless-policy/
https://www.dailytrust.com.ng/ease-the-new-banking-charges.html
https://leadership.ng/2019/09/23/economy-senate-on-same-page-with-pmb-uba-sani/
https://dailypost.ng/2019/09/24/cant-implement-cashless-policy-yet-reps-member-tells-fg-cbn/
https://www.vanguardngr.com/2019/09/affordability-accessibility-key-to-digital-financial-inclusion-david-west/
https://www.ripplesnigeria.com/the-realities-of-the-cbn-cashless-policy/


Non-Business 30 

 
Section 3: A Cashless Society in 2019: Risks and Issues 

The 2017 interim paper “A Cashless Society – Benefits, Risks and Issues” explored the risks and 
issues of a cashless society.  
Now may be a time to revisit the log and consider the evolution of these elements. The developments 
detailed in this paper are relevant to many, as detailed below. The categorisation under the 
Red/Amber/Green traffic light rating system6 is a subjective interpretation by the author. 
 

Risk/Issue RAG 
status 
(UK 
focus)  

Trend 
(UK 
focus) 

Comments 

1.0 Hidden agendas  Amber  • The issue of a surveillance society is of 
particular concern in the western world, 
related to their trust in governments. 

2.0 Trust in banks  Red  • The lack of trust in banks is often cited 
as a key driver for the adoption of 
cryptocurrencies such as Bitcoin; it may 
also explain the rise in notes in 
circulation in many countries, used as a 
store of value in a low-interest-rate 
environment.  

• Note: the public does not necessarily 
differentiate between banks and 
payment networks: the perception may 
apply to the financial industry more 
generally.   

3.0 Trust in 
governments  

Red  • The lack of trust in government, its 
economic proficiency (Venezuela) and 
authority more generally is often cited 
as a key driver for the adoption of 
cryptocurrencies such as Bitcoin.  

• The public may revert to cash in 
circumstances in which they experience 
fear of repression, such as reported in 
Hong Kong in 2019.  

• This issue can be extended to the lack 
of trust in foreign governments, in the 
instance of international economic 
sanctions. 

4.0 The economics of 
money  

Green  • The requirement for money as a free 
public commodity is one of the drivers 
for Central Banks such as Sweden to 
consider launching a retail CBDC as a 
replacement for cash.  

• Innovations through 2018 and 2019, 
and the wide adoption of QR codes, 
have been threatening network costs 
and incumbents’ revenue. 

• Many Central Banks and governments 
have focused on transaction fees as 
part of their policies and strategies. 

• Several governments (UK, Germany, 
France) have assessed changes 

                                                 
6 https://en.wikipedia.org/wiki/Traffic_light_rating_system 
 

https://en.wikipedia.org/wiki/Traffic_light_rating_system
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required to keep ATM networks viable, 
to maintain the cash supply chain. 

• The cost and length of cross-border 
payments is now a focus as a result of 
the Libra challenge. 

5.0 Financial exclusion  Red  • The closure of bank branches and 
ATMs has brought awareness, focus 
and good intentions in the UK.  

• The issue remains Red, pending 
effective action. Refer to the Cashless 
Society Working Party contributions on 
the topic.  

6.0 Change leadership  Red  • Lack of ownership and leadership of the 
structural changes persists in the UK, 
whereas in developing countries, many 
Central Banks lead the change, and 
design for financial inclusion.  

7.0 Digital economy 
readiness  

Amber  • Rural technology infrastructure pending 
investments and rollouts.  

• The digital economy cannot be ready 
until the financial exclusion issue is 
resolved. 

8.0 Security of 
transactions, data and 
biometrics  

Red  • This ongoing global issue is augmented 
with the various hacks and thefts of 
cryptocurrencies, the SIM-swapping 
frauds, security exposure of QR codes, 
and flaws in contactless payment 
technology. Prevalence of cybercrime. 

9.0 Social value of cash  Amber  • For those without smart devices to use 
applications, cashless transactions 
encourage spending and therefore 
debt, or poorer budget management.  

• This issue is related to financial 
exclusion, as well as education.  

10.0 Removing cash 
may stall the economy  

Green  • The issue is not likely to have high 
impact in economies such as the UK 
with high levels of cashless 
transactions. It would, however, 
disproportionately affect the poor and 
the elderly who rely on cash, so is 
related to financial exclusion. 

11.0 A cashless society 
may not live up to its 
promises  

Red  • Anecdotal evidence that crime has 
become cashless, ridding gangs of the 
cumbersome logistics of cash 
movements and storage. 

• Anonymous cryptocurrencies and gift 
cards are commonly used for 
transactions in scams. 

• Black money laundering through Bitcoin 
ATMs.  

12.0 Displacement 
towards alternative 
means of payment  

Red  • The risk of displacement towards 
cryptocurrencies has risen since the 
Libra announcement, as well as the 
ecosystem activity to prepare for 
acceptance of cryptocurrencies in the 
formal economy.  

13.0 Totalitarian 
regimes  

Red  • Internet shutdowns are used in 
totalitarian states to manage public 
disorder and dissent.  
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• Hong Kong protesters have been 
reported to revert to use cash in order 
to protect their anonymity during 
protests, as well as concealing 
themselves to avoid facial recognition. 

14.0 Sovereignty risks  Red  • Some regions such as Europe rely on 
the payment networks of other regions 
for their own economic activity.  

• Control of the currency is a component 
of sovereignty: a project such as Libra 
would be a direct threat to sovereignty. 

• A worldwide currency may be a threat 
to the weak currencies of emerging 
countries. 

15.0 End to the right of 
a private life?  

Red  • The incursion of BigTech/GAFA into 
financial services, banking and 
payments more generally exacerbate 
this risk (see section “The Data 
Economy” in this paper) 

16.0 Innovation 
marketplace and user 
experience  

Amber  • Interoperability remains a challenge 
globally, although multiple partnerships 
or initiatives emerge in Asia and Africa 
to improve convenience.  

• The lack of standard for QR code 
payments is a core concern that affects 
consumer experience.   

17.0 Lack of 
competition on the 
payments’ marketplace  

Amber  • Many central banks have been opening 
up licences for non-bank payment 
providers and developing core 
infrastructure and sandboxes7 to 
support.  

• BigTech/GAFA are competing with 
mobile wallets. 

• P2P mobile payments continue 
spreading through Africa and Asia but 
have yet to break through in Europe. 

• The EU PSD2 directive is now in force.   
• Major payment providers have been 

acquiring new entrants and local 
solutions, causing concern about 
sovereignty. 

18.0 Excessive reliance 
on technology  

Red  • Ongoing concern about cybersecurity 
and the threats to critical infrastructure 
such as banks and public services. 

• Cash is the only payment that does not 
rely on technology (once withdrawn 
from ATMs). 

19.0 Politics vs 
Innovation  

Red  • Regulators seem to be a step behind 
innovation such the Libra project, that 
challenges the assumptions and 
foundations of the monetary system. 

• Delays in delivering regulatory 
guidance to innovations (such as Libra). 

20.0 Financial stability Amber  • The Libra (or other third party) project 
as well as the prospect of a CBDC, 
raise the risk to financial stability.  

                                                 
7 A regulatory sandbox is a framework setup by a financial sector regulator to allow small scale, live testing of innovations by private firms 
in a controlled environment. 
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21.0 Environmental 
sustainability of a 
cashless society 

Amber  • Environmental cost of cryptocurrency 
mining (Proof of Work) 
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Conclusion 

This paper provides a review of developments that affected the topic of a cashless society in 2019. It 
attempts to synthesise the developments associated with the rising competition of cryptocurrencies to 
fiat money. We introduced the thinking and dynamics towards Central Bank Digital Currencies, a sub-
topic of geopolitical importance following China’s announcement of a digital Yuan. 
 
2019 events also demonstrated the ongoing relevance of the tensions we identified in 2018, with the 
areas of security, economics and politics of money exacerbated by latest developments.  
 
Governments and Central Banks were the stakeholders most challenged this year. They are likely to 
remain in focus in 2020. There is, however, a danger that priorities will shift to another crisis and the 
fundamental issues go unaddressed if the Libra project does not materialise. China’s plans for a 
digital Yuan are likely to keep up the pressure. 
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