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State of Cyber Risk

Global Losses from Cyber Crime losses estimated at $6 Trillion

Ransomware Attack on a business every 11 seconds

Avg. downtime caused by a ransomware attack is 22 days of business interruption.

The average cost of recovering from a Ransomware Attack is $1.85 million
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This leads to sub-optimal ROI on their cyber security investments and decisions that are required to effectively manage 
this growing and dynamic threat.  

Boards, CRO’s and CISO’s struggle to understand and communicate their business’s 
exposure to cyber risk.
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Transforming the world’s cyber security data into financially quantified 
cyber risk management decisions. 

A scalable on-demand cyber risk management technology that connects and transforms a business’s cyber data into: 
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- Create & Communicate a comprehensive Cyber risk strategy

- Prioritize and justify investments 

- Maximize and track ROI 

Objectives

Ensure Business Resilience
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Cyber Operational Risk Management
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20 year study of economic losses caused 
by cyber catastrophes 

❏Analysis of millions of events in the last 
twenty years.

❏A single event at a single point in time, 
affecting multiple companies.

❏ Less than 20 Events
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Two Key Drivers of Accumulated Losses
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Two Key Drivers of Accumulated Losses
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Two Key Drivers of Accumulated Losses
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Difference between Small and Large Companies in different 
Industries Around the World
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Choose to leverage the integrations to internal cyber security data



Visualize How Your Enterprise is Exposed to Cyber Risk 



Strategic Overview of exposure. Prioritized risks. As they change.



Insights into multiple cyber events that could cause severe losses



Understand the impact of cyber attacks and 3rd party service provider failures



Financially Quantify the ROI of cyber security control investment decisions



The ability to financially quantify cyber insurance & risk transfer optionsit



Areas for consideration

• Risk Management: Communicate cyber risk in a language everyone 
understands. The language of money.

• ROI: Access fast, actionable, on-demand insights for all your cyber 
investment and strategy decisions.

• Resilience: Increase resilience and confidence in a fast-changing risk 
environment that can severely damage or disrupt your business. 



Are the GI Actuaries hogging Cyber Insurance Risk?

• Underwriting risk work by Cyber working party has to this point focussed on GI Insurers
• Now looking to begin a workstream exploring impact of Cyber scenarios on life insurance risk

What are the main risks to a Life company?

Operational

Persistency

Expense

Longer Term

Mortality

Longevity

Economic
Immediate



Possible areas for Investigation

1. Potential tail scenarios that could occur for each risk factor (operational, lapse, mortality etc.)
2. Cyber scenarios that might cause a number of these risks to occur together
3. Existing mitigations and how mitigation can be improved for these scenarios

How can I help?

We will be holding a discussion forum in 2022 to investigate these areas.

If you would be interested in joining please contact Professional.communities.



Q&A


